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SECTION I - TERMS & CONDITIONS
Please read the Privacy Act Statement and Instructions before completing this worksheet.
Privacy Act Statement
AUTHORITY:  10 U.S.C. Section 2164, and 20 U.S.C. Sections 921-932.
PRINCIPAL PURPOSE:  To obtain consent and agreement to allow students to participate in school programs and activities; To provide necessary acknowledgement for services that may be delivered to a minor student by DoDEA officials and/or designated contractors. Information collected on this worksheet is covered by SORN 26, published at      https://dpcld.defense.gov/Privacy/SORNsIndex/DOD-wide-SORN-Article-View/Article/570573/dodea-26/.
ROUTINE USE(S):  To Federal, State, and local government officials to protect health and safety in the event of emergencies. The DoD Blanket Routine Uses found at, 
https://dpcld.defense.gov/Privacy/SORNsIndex/Blanket-Routine-Uses/, also apply to this collection.
DISCLOSURE:  Voluntary; However, failure to disclose the information may delay and/or prevent the enrollment of DoDEA students in educational programs, testing sessions, 
and/or participation in activities requiring consent or authorization.
 
INSTRUCTIONS:  This worksheet is completed by the sponsor and their student. DoDEA students in grade four (4) and above are required to sign. Sponsors are required to sign for students in grade three (3) and below. A new worksheet must be completed for each student prior to attending a DoDEA school, when transitioning from third (3rd) to fourth (4th) grade, transitioning from elementary or middle school to high school, or if the student transfers to another DoDEA school. Sponsor and student should read every section of this worksheet together. DoDEA's IT resources include, but are not limited to, the use of or access to DoDEA communications and computer equipment, related software, and services (i.e. e-mail and Internet access, educational programs and services, and social media). DoDEA will provide sponsor and student additional instructions regarding Terms and Conditions before network access authorization is granted. DoDEA expects that students will use DoDEA-issued digital resources responsibly and for school purposes only. 
STUDENT LEGAL NAME (Last, First , Middle)
STUDENT ID (For School Use Only)
Previous Editions are Obsolete
1. I am responsible for my accounts. I understand that access to and use of DoDEA Information Technology resources is intended to support my DoDEA education and related research, that my access and use (hereinafter "use") is a privilege, not a right, and that any use inconsistent with this agreement or Terms and Conditions may result in the cancellation of this privilege. I understand that the transmission (to send or receive) of any material in violation of any U.S., State, or host nation law or military installation and DoD/DoDEA regulations, including these Terms and Conditions, is strictly prohibited. I understand that passwords are private and that I will not share my password with anyone. I understand that I am responsible for all activities done through my account. I will not allow others to use my account name and password, or try to use others' accounts. I understand that I will be in violation of the law if I attempt to use another person's password. I understand that it is important to log out of my user accounts at the end of every session when I am on a shared device so another user cannot use my account. 
2. I am responsible for my language. I will use appropriate language in my email messages, online postings, and other digital communications. I will not use profanity, vulgarities or any other inappropriate language as determined by school administrators.
3. I am responsible for how I treat other people. I will use online communication (e.g. email, chat, discussion boards, etc.) responsibly and treat others with respect. I will not send or post harassing messages, make discriminatory or derogatory remarks about others, or engage in bullying, hateful, or other antisocial behaviors while in or out of school. I agree to report and/or help prevent any bullying, abuse, or harm of others.
4. I am responsible for my use of the DoDEA network. I will use DoDEA digital resources responsibly. I will not search, retrieve, save, circulate or display hate-based, offensive, or sexually explicit material. I will not search, retrieve, save or circulate images or information about weapons using any DoDEA digital resources unless authorized by school administrator/teacher as part of a school assignment. I agree to tell an adult if I read, see, or access something inappropriate, or if I witness inappropriate use of technology.
5. I am responsible for my conduct when using digital resources on and offline. I understand that what I do on social media websites, in or out of school, should not negatively impact the school learning environment and/or my fellow students, teachers, and administrators. 
6. I am responsible for being honest while I am online. I understand that impersonating, spoofing, or pretending to be someone else is forbidden. This includes, but is not limited to, sending emails, creating accounts, or posting messages or other online content (e.g. text, images, audio or video) in someone else's name.
7. I am responsible for protecting the security of the DoDEA network. I will not attempt to bypass security settings or Internet filters or interfere with the operation of the network. I will not upload or create malicious software, such as, but not limited to, computer viruses, worms, or Trojan horses, or engage in, or attempt to engage in any activity that might harm or destroy data of any user, or harm, disrupt, or interfere with the use of any DoDEA IT resource, another network, or the Internet.
8. I am responsible for protecting school property. I understand that vandalism is prohibited. This includes, but is not limited to, accessing, modifying, or destroying equipment or modifying administrator settings on any device or digital resource. 
9. I am responsible for respecting other people's property online. I will obey copyright laws. I will not plagiarize or use others' work without proper citation and permission. I will not illegally download materials protected by copyright, including but not limited to music and movies.
10. I am responsible for following school rules whenever I publish anything online. I will follow all guidelines set forth by DoDEA and/or my teachers when publishing schoolwork online (e.g. to a website, social media, podcasting or video streaming platform). I will not publish on-line using DoDEA IT resources (including communications and social media resources) the name, photograph, home address or telephone number of another student, faculty, or any other person. I will not download files or subscribe to bulletin boards or web-pages that are not related to my educational activities. If I have questions about my computer use, I will ask my teacher.
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STUDENT LEGAL NAME (Last, First , Middle)
SECTION II - CONSEQUENCES FOR FAILURE TO FOLLOW TERMS & CONDITIONS
1. I understand that I may be subject to disciplinary actions under the DoDEA Disciplinary regulation, to include suspension/expulsion, and/or temporary or permanent loss of use of DoDEA IT resources, if I send messages, access or download files inconsistent with the above Terms and Conditions. Furthermore, I may be subject to criminal prosecution if my conduct violates law.         
2. I understand that any use of DoDEA IT resources to access DoDEA networks for a purpose that creates or causes a disruption in a DoDEA school, may subject me to disciplinary action, including the loss of privilege to use DoDEA IT resources, and to such other penalties as prescribed by law or regulation.         
3. I understand that I will lose privileges and be held accountable under law and regulation for intentional destruction or damage to any DoDEA IT resource.                  
STUDENT ID (For School Use Only)
SECTION III - SECURITY
1. I understand that information security is a high priority in DoDEA. I will notify my teacher immediately if I observe a security related issue or if I notice a general network/system security problem. I will not demonstrate the issue/problem to other students/users.
 
2. I will not give my user name or password to other individuals, in or outside of DoDEA, or allow other individuals to use DoDEA-provided IT resources, e-mail access, or internet/network access. Any activity associated with my account will be considered my activity. It is my responsibility to protect my account by restricting the disclosure of my user name and password.
 
3. I may be denied access to IT resources if I am identified as a security risk.         
SECTION IV - PRIVACY
1. I understand and agree that accessing the Internet or other telecommunication platforms using DoDEA IT resources generally requires that DoDEA disclose my name or student identification number, grade, and my school and/or home e-mail address to third-party service providers (e.g. e-mail or any web-based educational program, or social media service). I further understand that when I use web-based or social media services, the service provider may collect additional information about me or my computer or phone (e.g. cookies, my Internet search history, IP addresses, the sites that I visit, with whom I communicate, and the content of my communications). I also understand the service provider may ask me to disclose additional information about myself or other individuals. I further understand that if I disclose information to a service provider I have no control over what they may do with that information. I understand and agree that I may not disclose information about other individuals/students and that I am solely responsible for consulting with my parents about whether to provide my personally identifiable information and the consequences of providing that information, and that DoDEA accepts no responsibility and no financial or other liability for my providing or failing to provide such information. I further understand that I may violate Federal or State law or DoD/DoDEA regulation if I assist or encourage a minor child (under the age of 18) to disclose their personally identifiable information without prior written parental consent.
 
2. I understand and agree that DoD/DoDEA networks and IT resources are subject to monitoring and that my Privacy is affected by my use of the DoD/DoDEA network or IT resources. I further understand that DoD/DoDEA may download, store, and use evidence from DoD/DoDEA networks and IT resources of my use in connection with any administrative or disciplinary action under these Terms and Conditions, DoDEA Disciplinary regulation, or any applicable law, and that DoD/DoDEA may document and report conduct and supporting information that it suspects violates the rule of law to the appropriate law enforcement authorities.
SECTION V - NO WARRANTIES
1. I understand that DoDEA makes no warranties of any kind, whether expressed or implied, for the IT resources it provides. DoDEA is not responsible for any damages (i.e. including, but not limited to, loss of data, delays, non-deliveries, missed deliveries, or service interruptions, or for injuries resulting from access to any Internet site, or any consequential damages) that I may suffer from my use of DoDEA IT resources.
 
2. I understand that DoDEA is not responsible for the accuracy or quality of information obtained through its IT resources.
 
3. I understand DoDEA has no obligation or authority to defend me against any legal actions brought against me by anyone arising from my misuse of DoDEA IT resources or violations of any U.S. or foreign laws, and/or software licenses.         
SECTION VI - SPONSOR & STUDENT VERIFICATION
By my signature(s) below, I acknowledge that I have read and fully understand the information contained in sections I, II, III, IV, and V of this Worksheet.
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